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FOREWORD

This publication, Secure Communications Processor (SCOMP) STOP
Release 2.1 Final Evaluation Report, is being issued by the
Department of Defense Computer Security Center under the
authority and in accordance with DoD Directive 5215.1, "Computer
Security Evaluation Center." The purpose of this report is to
document the results of the formal evaluation of Honeywell's
SCOMP System. The requirements stated in this report are taken
from the Department of Defense Trusted Computer System Evaluation
Criteria dated 15 August 1983.
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1. EXECUTIVE SUMMARY

The Department of Defense Computer Security Center (DoDCSC)
has evaluated the security mechanisms of the Honeywell Secure
Communications Processor (SCOMP) SCOMP Trustpd Operating Program
(STOP) Release 2.1. This evaluation was completed using the
requirements of the Department of Defense Trusted Computer System
Evaluation Criteria (the Criteria) dated 15 August 1983.

The DoDCSC has determined that the SCOMP STOP Release 2.1
satisfies all the requirements of the Criteria Class Al and
therefore SCOMP STOP Release 2.1 has been assigned a Class Al
rating.

The Class Al rating implies that the system provides
mandatory (labeled) protection as well as discretionary (need-to-
know) protection. The system does extensive auditing, and
provides an unforgeable (trusted) communication path between the
users and the system. The distinguishing characteristic of this
class is the assurance derived from formal specification and
verification of the security mechanisms.

This class of systems has been subjected to extensive
testing and all implementation flaws discovered during testing
have been corrected. However, no guarantee is made that the
system is free of all implementation flaws. {
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2. INTRODUCTION

2.1 BACKGROUND

The DoDCSC was established in January 1981 to encourage the
widespread availability of trusted computer systems for use by
facilities processing classified or other sensitive information.
In order to assess the degree of trust one could place in a given
computer system, the Trusted Computer System Evaluation Criteria
were written. The Criteria establish specific requirements that
a computer system must meet in order to achieve a predefined
level of trustworthiness. To determine the level in the Criteria
at which a system should be placed, the system must be evaluated
against the Criteria by a DoDCSC sponsored evaluation team. The
Criteria are arranged hierarchically into four major divisions of
protection, each with certain security relevant characteristics.
These divisions are in turn subdivided into classes.

After examining the system in question, the evaluation team
submits a report describing its findings. Three types of reports
are prepared: a developmental evaluation, a preliminary
assessment, and a formal evaluation. A developmental evaluation
is produced based on a vendor's design for either security
enhancements to an existing system or for a new trusted product.
Included in a developmental evaluation is an in-depth examination
of design plans. Since the evaluation is based on design
documentation and information supplied by the vendor, the
evaluation involves no "hands on" experience with the system. The
preliminary assessment is usually done as a precursor to a formal
evaluation and would emphasize aspects of the system that need to
be improved in order to achieve a higher rating. As with the
developmental evaluation a preliminary assessment would not
require any "hands on" exposure to the system. The DoDCSC
restricts distribution of both the developmental evaluation and
the preliminary assessment reports.

The formal evaluation is assumed to be the evaluation of a
system that will not undergo any additional changes. A formal
evaluation requires "hands on" testing (e.g., functional and
possibly penetration testing). Also, once a vendor has agreed to
submit a system for a formal evaluation, the vendor may not
withdraw it from the evaluation. The final report will be a
summary of the evaluation and will include the final evaluation
class assignment, and a description of the strengths and
weaknesses of the system. This summary evaluation will be made
public.

In August 1982, the Department of Defense Computer Security
Center (DoDCSC) began, at the request of Honeywell Information

-2 -



Systems (HIS), a formal product evaluation of the Honeywell
product called the Secure Communications Processor (SCOMP). The
objective of this product evaluation was to rate the SCOMP system
against the DoDCSC Trusted Computer System Evaluation Criteria
(the Criteria) and to place it on the Evaluated Products List
(EPL) with the final rating. This report presents the results of
that evaluation.

The system which was evaluated is a modified Honeywell Level
6 minicomputer (Model 43) enhanced by a hardware Security
Protection Module (SPM), running STOP Release 2.1 software which
consists of a security kernel package and trusted software, and
associated documentation. A complete list of the software,
hardware, and documentation are included in Appendices A and B.

2.2 SYSTEM CONFIGURATION

The test sites for the SCOMP system evaluation were the
Honeywell Information Systems in McLean, VA, and The MITRE
Corporation in Bedford, MA. Equipment included in tne test
configuration for each site is listed in Appendix B along with
the software modules included in the Trusted Computing Base.

It should be noted that one security aspect of the SCOMP
system is configuration dependent. The trusted recovery process
requires two disk drives to repair the kernel files after a
system crash. Absence of the seuond disk means that the trusted
recovery process must include either reloading the disk from a
backup disk (thereby losing the most recent work done on the
system), or sending the pack to Honeywell or to another SCOMP
system site that has a two-disk configuration. For further
information, see Section 4.3.1.5, Trusted Recovery.

2.3 OVERVIEW

The remainder of this report is divided into sections as
described herein. Section 3 contains a brief description of the
SCOMP system architecture, with emphasis on the security-relevant
features of the hardware and software mechanisms. It is intended
as background information for the reader, but should not be
considered a complete architectural description, which is given
in the references.

Section 4 discusses in detail the comparison of the SCOMP
system with the requirements listed in Section 4.1 of the
Criteria. Section 4.1 was used because the SCOMP system was
targeted as an Al system.

-3-



Section 5 is a section containing comments of evaluators ofthe system. These comments do not affect the rating of thesystem but are given as useful observations of areas which are
not necessariiy covered by the Criteria.
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3. DESCRIPTION OF THE SCOMP AND ITS SECURITY MECHANISMS

3.1 BACKGROUND

This section presents a brief architectural overview of the
SCOMP system and its security features. It is included only to
give the reader sufficient background for this report and is not
intended to be complete. For a comprehensive discussion of the
SCOMP hardware and software consult the Honeywell SCOMP system
specifications as listed in Appendix A.

The SCOMP system consists of a commercial Honeywell Level 6
minicomputer enhanced by a Security Protection Module (SPM),
special purpose security kernel software, trusted software, and
an untrusted SCOMP Kernel Interface Package, SKIP. The security
relevant architectural features that are used in the SCOMP system
are based on concepts developed in Multics. They include the use
of a hierarchical domain or ring structure, descriptor control of
resources, and a segmented virtual memory. A primary access
control mechanism in the SCOMP system is the use of descriptors.
Descriptors are four-word data elements created in software by
the kernel and used for mediation by the SPM.

3.2 SCOMP HARDWARE COMPONENTS

The hardware base for the SCOMP system is a Honeywell Level
6 (Model 43 or Model 53) minicomputer. The Level 6 is enhanced
by adding several new central processor instructions, and a
hardware SPM. In addition, the memory management unit (MMU) of
the standard Level 6 has been replaced by the Virtual Memory
Interface Unit (VMIU) of the SPM. These additions in conjunction
with a software security kernel provide mediation and isblation
while minimizing system degradation.

The Honeywell Level 6 is a bus-structured, 16-bit
minicomputer consisting of a family of standard modules that plug
into the bus. The bus provides a common communication path among
all functional components, operates asynchronously, and supports
all memory, command, and interrupt operations. There are three
types of bus-connectable (plug-in) units in all Level 6 systems:
central processors, input/output controllers, and memories. One
or more of each type, up to a maximum of 23 units, can be
included in the system configuration. All of the elements are
attached to the bus, and all transfers (data, interrupts, and
instructions) between them take place on the bus at a transfer
rate of six to eight megabytes per second. The asynchronous bus
operation allows components of varying speeds to operate
efficiently within the same system [21.
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The Level 6 is an execution domain machine. Execution
domain machines provide a privileged mode and one or more
unprivileged modes of processor execution. A mechanism which is
implemented to distinguish between procedures operating in
different execution domains is referred to as a protection ring.
The term ring was coined by Bob Graham [3] to illustrate the
notion of inclusion of privileges; i.e., inner rings include the
privileges of the outer rings.

The SCOMP system provides four rings of execution. The
rings can be considered as being arranged concentrically with
ring 0 the innermost ring and ring 3 the outermost. Ring 0 is
the most protected and therefore possesses the most privilege;
ring 3 is the least protected. In the SCOMP system, rings 0 and
1 are treated as equally privileged and provide the kernel
domain, ring 2 is the trusted software and operating system
domain and ring 3 is the user domain. The SCOMP, like most
execution domain machines, includes the coniept of privileged
instructions or operations; such operations can only be executed
by a process operating in the required ring. Some examples of
privileged instructions are those that modify virtual memory
mapping registers and those that set the domain of execution for
a process. Note that such instructions all belong to the set of
instructions which must be executed by the kernel.

In an execution domain machine the address space of a
process consists of a number of virtual memory objects each of
which has been assigned to a set of execute and read rings and to
a set of write rings. The basic virtual memory object in the
SCOMP system is a segment which is 0-2K words in size. Every
executing process has a ring number associated with it. This
number is referred to as the current ring of execution. Before
an executing process can access any object, the SPM compares the
current ring number with a set of three ring bracket numbers. The
ring bracket numbers are stored in the descriptor for the object
and indicate the range of rings of execution from which the
object may be accessed in write, read, and execute mode. The
relationship between the process's ring number, the segment's
ring brackets, the access modes recorded in the descriptor, and
the requested access mode, determines whether the access will be
allowed or denied. Access control through the use of rings and
ring brackets is discussed in more detail in (1].

3.3 THE SECURITY PROTECTION MODULE

The major security mechanism that has been added to the
Honeywell Level 6 is the hardware SPM. The primary functions of
the SPM are the performance of access checks and the mapping of
virtual references to physical references. Functionally, the SPM

-6-
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is interspersed among the system elements and provides mediation
for Central Processing Unit (CPU) references to memory, CPU
references to I/O devices, and I/O device references to memory.
The active element (CPU or I/O device) requests access to objects
by a virtual address. The SPM hardware then uses the virtual
address, together with a special process identifier (called a
Descriptor Base Root or DBR), to find the appropriate object
descriptor. This descriptor is then used by the SPM to translate
the virtual address and to verify that the active element has the
authority to perform the requested action.

The SPM utilizes descriptors for access control and address
translation. Access to the physical resources of the system can
only be obtained through descriptors. Descriptors contain the
logical access permissions (e.g., read, write, execute) and the
necessary data to map a virtual reference to a physical
reference. The logical access permissions are those that are
allowed based on the security attributes of the subject and the
object.

In the SCOMP system each process has its own virtual address
space, which can be described as the set of objects (e.g.,
segments) accessible by the process at a given time. An object
is made accessible to a process when a descriptor for the object
is added to the table of active object descriptors for the
process. All effective program addresses formed by a process are
virtual addresses and must be translated into physical main
memory addresses.

Another security feature of the SCOMP system is that the
concept of virtualization has been extended to include I/O
devices. Descriptors are also used to define I/O devices. As
with memory objects, a device is made accessible to a process
when a descriptor for it is added to the process' active object
table. The process then accesses the device using a virtual
device address which is translated by the SPM into an effective
access to a physical I/O device. In addition, I/O devices,
channels, and Direct Memory Access (DMA) transfers to and from
physical memory are similarly checked via the SPM. Thus, all I/O
in the SCOMP system is performed through the use of descriptors.
The effect of this use of virtual I/O in SCOMP system is a
uniform subject-object access model that provides complete
mediation of all accesses to memory and I/O, thereby allowing
users to control their own I/O in a secure manner.

-7-
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3.4 RING STRUCTURE

3.4.1 Ring Brackets

Ring brackets denote the range of allowed rings in which
different modes of access are valid. This range is based on the
access rules described by the segment's descriptor. The values
in the segment's descriptor fields RI, R2, and R3 represents the
highest (least privileged) ring of execution from which a process
may write, read, or execute the segment. A segment's write
bracket is defined as ring 0 through the ring value in RI; its
read bracket is defined as ring 0 through the ring value in R2;
its execute bracket is defined as the ring values in R1 through
R2; and its call bracket is defined as the ring values in RI
through R3. For example, a kernel segment that is callable by a
user process would have ring bracket values of 0,0,3 for RI, R2,
R3. These values, in conjunction with the proper access
privileges, would indicate that only the kernel could write and
read the segment and any process executing in ring 0 through ring
3 could call it. On the other hand, a user segment would have
the values 3, 3, 3 for Ri, R2, and R3, which would indicate that
any process, with the proper privileges, executing in ring 0
through ring 3 could read or write the segment but only ring 3
processes could call or execute the segment.

3.4.2 Cross Ring Movement

Processes can change their current ring of execution through
the use of three new instructions for cross ring movement which
have been added to the Level 6 instruction set (4]. The
instructions are the Call, the Return, and the Argument
Addressing Mode Instruction, and are discussed below.

3.4.2.1 Call and Return

The SPM recognizes Call and Return requests from an
executing process. The Call order is similar to a transfer
request except that the SPM has the ability to change the current
ring number to a lower value. The Return is similar to a
standard transfer, except it allows for an increase in current
ring number. Calls are used to transfer to an inner ring
procedure in order to accomplish a more privileged operation than
that allowed in the current ring of execution. Returns are used
to return from an inner ring procedure back to an outer ring. The
only requirements for the Return instruction are that the ring
returned to is specified and that the specified ring is of lower
or equal privilege. Return to an inner ring is always
prohibited.
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It is not sufficient to restrict which segments may be
called (via ring brackets); there must also be a means of
specifying a location in the segment which is a valid entry
point. This has been implemented by allowing only location zero
of the segment to be a valid entry point. Thus, the SPM will
verify that the offset of the virtual address is zero before
changing the ring of execution for a Call instruction.

The Return instruction is used to transfer from an inner
ring of execution to an outer ring. The Return instruction is
used for this type of transfer rather than the Call because if
calls were allowed to be made from an inner ring, possible
security violations could occur. Access checking for the Return
instruction is simpler than for the Call instruction.

3.4.2.2 Argument Addressing Mode

Cross ring movement can pose a particular security problem
in regard to argument validation. This is because the process in
the outer ring will supply arguments or argument pointers as part
of its call to the inner ring. However, the inner ring has more
privilege, and thus it may access data not accessible to the
outer calling ring. Therefore, to avoid any misuse of this
greater privilege, the inner ring must validate the caller's
right to the arguments supplied in the call. To solve this
problem, a new addressing-mode instruction, called Argument
Addressing Mode (AAM), has been added. The AAM instruction
allows a called procedure to access passed arguments at the
privilege level of the caller.

3.5 INPUT/OUTPUT

All I/O in the SCOMP system is virtualized. This approach
utilizes descriptors for mediation of access, similar to the use
of memory descriptors for memory access mediation. This approach
to controlling 1/0 in a secure manner has several advantages.
Because all mediation is performed in hardware (i.e. the SPM),
I/O instructions need not be executed in the kernel. This allows
the device drivers to be outside of the kernel which makes the
kernel smaller, simpler, and easier to verify. In addition,
placing the device drivers outside of the kernel provides more
flexibility for adding and changing the system device
configuration. Finally, this approach offers distinct
performance advantages over systems where I/O is performed via
kernel calls.

In the SCOMP system devices are treated as special purpose
processes which operate asynchronously with the initiating
process. When a device is created (by the system administrator),
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the device access information is attached to a configured logical
device. In order to close potential information channels only
one process may map a device at a time, and only one logical
device may be active per physical channel.

3.5.1 Device to Memory

There are two means of performing device to memory I/O,
premapped I/O and mapped I/O. The basic difference between these
two depends on the type of information which is contained in the
Direct Memory Access (DMA) device. This is because a DMA device,
once initiated, controls the series of data transfers to/from
memory. The SPM handles both types of I/O, aud at initiation of
the I/O uses the information within the I/O descriptors to
determine which flow is applicable. In premapped I/O, the SPM
mediates both the device and the access to the memory resource
involved in the transfer and then initiates the transfer by
setting up the device controller with absolute addresses. That
is, the SPM interprets and translates the memory addresses at the
initiation of I/O, and then the device subsequently uses absolute
addresses without the intervention of the SPM. In mapped I/O,
the device controller is initiated with a virtual memory address
and each request by the device to memory is intercepted and
mediated by the SPM. Mapped I/O requires a unique identifier
code which is imbedded in the starting address of the device
controller Uy the SPM. The purpose of this identifier is to
enable the SPM to detect the source of the request and locate the
proper descriptor. All devices operate in one of the two modes.
The MT bit of the device's I/O descriptor contains the
information for determining which mode the device operates in. In
general random access fast I/O devices (e.g. disks) operate in
premapped mode, while slower devices such as terminals operate in
mapped mode.

3.5.2 I/O Address Translation

The SPM mediates all processor to I/O references. When the
processor makes a reference to an I/O device, the address sent
over the bus is intercepted by the SPM and is handled as virtual
address. The SPM translates the virtual address into a physical
device address through a series of look-ups in the descriptor
tables. The device is then set up with the physical address and
the transfer is made.

3.6 THE KERNEL

The kernel is the primary software security mechanism of the
SCOMP system. In addition to implementing the reference monitor,
the kernel performs the basic operating system functions,

-10 -
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resource management, process scheduling, memory management, trap
and interrupt management, and auditing.

The kernel manages and controls access to the basic
resources of the system. The resources fall into three
categories or types of kernel objects: processes, memory
segments, and devices. Every kernel object possesses a unique
identifier, access control information, and status data. The
unique identifier associated with each object is 64 bits in size,
and the identifier remains constant during the life of the
object. Access control information consists of the security
level and category set, the integrity level and category set, and
discretionary information in the form of an access control list
that includes up to 9 entries. Three of those entries are set to
the owner of the object, the owner's group, and a group for all
others (world). The attributes associated with each entry are
read, write, execute, and null permissions. The security and
integrity levels are eight hierarchical classifications and the
category sets consist of 32 separate compartments.

In addition to the three types of objects (processes,
segments, and devices) supported at the kernel interface level,
the kernel supports subtypes of each. Each user has a subtype
list which can contain 5 entries per object type. The use of
subtypes was included to provide kernel support for the
construction of secure systems which implement additional
discretionary access control policies, beyond the owner, group,
other mechanism.

The security kernel provides 38 callable functions for
accessing and modifying the kernel objects. These functions are
known as kernel gates and allow for the creation and deletion of
objects, mapping (inclusion in the process's address space ) and
unmapping of segments or devices, wiring (retention in memory)
and unwiring of segments, getting or setting status, interprocess
communication (IPC), reading and setting of the system clock, and
user I/O.

The hierarchical file system is implemented outside the
kernel to simplify the kernel verification and to use the
hardware efficiently. The highest level of abstraction at which
the kernel manipulates objects is that of a segment. Files are
created, maintained, and managed by the SCOMP Kernel Interface
Package(SKIP). Files are composed of segments and have a single
security level. All non-kernel I/O is unprivileged; i.e., I/O
instructions can be issued outside of ring 0, without requiring a
kernel call for every I/O command issued. A process initiates
I/O by mapping the desired I/O device (via the map gate of the
kernel), and then performs its own I/O to the device. The
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kernel's only involvement is to pass on to the process all
interrupts occurring on the device. The physical I/O commands
are executed in the user's ring of execution.

3.7 TRUSTED SOFTWARE

Users, system administrators, and operators access certain
kernel functions through the trusted software. Trusted software
consists of those functions which are security-related, yet do
not execute within the kernel. Trusted software is unique in
that it uses special security kernel privileges to perform
trusted functions. This software is considered trusted for one
of two reasons: either it has the ability to violate one of the
security or integrity properties enforced by the kernel, or it
performs functions on which the system's ability to enforce its
security policy depends. For example, one function in trusted
software is the database editor that creates the user access
database. If the software creates this database incorrectly, the
kernel cannot enforce its policy on such user actions as login.

Trusted software is divided into four functional categories:
User Services that provide the user interface; Trusted Operation
Services that provide the system operator functions; Trusted
Maintenance Services that provide the system administrator
functions; and two Trusted SKIP Services, "Delete Upgraded" and
"Set Segment Ownership."

3.8 SCOMP KERNEL INTERFACE PACKAGE

The SCOMP system does hot provide a complete operating
system emulator on top of the security kernel. The original
design for the SCOMP system interface employed a Bell Labs UNIX
(tm) emulator. The SCOMP system has been implemented with an
interface to the secure environment which provides the users with
a higher level interface to the primitive functions of the
kernel. In order to achieve a given operating system environment
on the SCOMP system, the user can write a command process, or
shell, and develop the set of interface subroutines which would
map the desired environment to the proper combination of SKIP
calls.

SKIP is composed of two types of modules: gates and
subroutines. The major portion of SKIP resides in a group of
protected ring 2 gate segments which are wired into memory. This
portion of SKIP is accessed through SKIP gate calls which execute
in ring 2. The remaining portion of SKIP consists of a library
of subroutines which are linked with the user programs and
execute in ring 3. The SKIP gates and subroutines provide file
and process management, and non-kernel device I/O facilities. Due
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to the fact that SKIP does not function as part of the Trusted

Computing Base (TCB), it is not included in the evaluation.

3.9 SUMMARY

The SCOMP System was designed with security as the primary
goal, In particular, special hardware was developed to operate
in conjunction with specialized software to provide a secure
computing environment. Isolation of users is achieved through
the use of virtual memory, and by descriptor controlled access to
the system resources which is enforced by the hardware ring
mechanism. An important security feature of the SCOMP system is
the use of virtual I/O, which was designed to allow users to
efficiently and securely control their own I/O. Finally, the
SCOMP Kernel Interface Package allows users to use the SCOMP
system in varied application environments.
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4. DETAILED CORRESPONDENCE BETWEEN CRITERIA AND SCOMP

4.1 SECURITY POLICY

Division A systems are characterized by the use of formal
security verification methods to assure that the mandatory and
discretionary security controls employed in the system can
effectively protect classified and other sensitive information
stored on or processed by the system. Extensive documentation is
required to demonstrate that the TCB meets the security
requirements in all aspects of design, development, and
implementation.

This section of the report deals with the requirements
listed on pages 42 through 50 of the Criteria [5]. Each quoted
requirement will be followed by an evaluation of that aspect of
the system and the conclusion arrived at by the evaluation team.

4.1.1 Discretionary Access Control

lequirement

The TCB shall define and control access between
named users and named objects (e.g., files and
programs) in the ADP system. The enforcement mechanism
(e.g., access control lists) shall allow users to
specify and control sharing of those objects. The
discretionary access control mechanism shall, either by
explicit user action or by default, provide that
objects are protected from unauthorized access. These
access controls shall be capable of specifying, for
each named object, a list of named individuals and a
list of groups of named individuals with their
respective modes of access to that object. Furthermore,
for each such named object, it shall be possible to
specify a list of named individuals and a list of
groups of named individuals for which no access to the
object is to be given. Access permission to an object
by users not already possessing access permission shall
only be assigned by authorized users.

Evaluation

All SCOMP kernel objects, i.e., processes, segments, and
devices, have discretionary access control attributes associated
with them. The information stored for each object consists of an
access control list that includes up to 9 entries, three of those
entries are set to the owner of the object, the owner's group,
and a group for all others (world). The attributes associated
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